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QUYET DINH 
iec sua cloi, WI sung mot so dieu cua Quy dinh ‘4% viec dam bao an 
g tin tren moi truieng may tinh va mang may tinh ban hanh kem 

theo Quyet dinh so 3317/QD-BTC ngay 24/12/2014 

C6n.  

Sec TAI MINH TAy 
toatit  

so" Ab()   
D Ngay.41.4 .... 

Chuydn 	 
BO TRIf(ING BO TAI CHINH 

cu Nghi dinh s6 33/2002/ND-CP ngay 28/3/2002 Gila Chinh phu ve viec 
quy dinh chi tiet thi hanh Phap lenh bao ve bi mat Nha nook; 

Can dr Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cua Chinh phu ve viec 
*ng dung Gong nghe thOng tin trong hoat dOng dm co. quan Nha mot; 

, Can cu Nghi dinh so' 85/2016/ND-CP ngay 01/7/2016 ve bao dam an toan he 
thong thong tin theo cap d0; 

Can cu Nghi dinh s6 215/2013/ND-CP ngay 23/12/2013 cila Chinh phn quy 
clinh chi:re nang, nhiem vu, guyen han va co cau to chat cna BO Tai chinh; 

Can cu Thong to so 161/2014/IT-BTC ngay 31/10/2014 du B0 Tai chinh 
quy dinh cong tac bao ve bi mat nha nuOt cua nganh Tai chi/1h; 

Xet, de nghi cua Cvc truong Cvc Tin hoc va Th6ng ke tai chinh, 

QUYET DINH: 

Dieu 1. Sfra d6i, b6 sung mot so dieu cua Quy dinh ve viec dam bao an 
toan thong tin teen moi trueng may tinh va mang may tinh ban hanh kern theo 
Quyet dinh so 3317/QD-BTC ngay 24/12/2014 nhu sau: 

1. B6 sung d.c khdan 15,16, 17 vao --sau Khoan 14 Dieti 2 nhu sau: - 

"15. "Ket not Internet": Ket not mpg tOi he th6ng mang Internet nham 
cung cap kha nang truy cap Internet hoac cung cap thong tin, dich vv ra Internet. 

16. "Truy cap Internet": Viec tiep can, khai that, sir dung thong tin, tai 
*rig dung, dich vv. teen Internet. 

17. MCA so ky thuat darn bao an toan mang, an toan ket noi, truy cap 
Internet: 

- "Ch6ng tan cong to chi dich vv": He th6ng ngan chOn tac dung cua cac 
cuOc tan cong ten mang nharn lam suy giam hoac gian,doan hog d0ng 	mot 
trang tin, ung dung, dich vv ho4c he thong mang, dan den nguOi dung khong the 
sir dung trang tin, Ung dung, dich vu hoac he thOng mang nay. 



- "IDS/IPS": Vik tat dm cum fir Intrusion Detection System/Intrusion 
Prevention System, la he thong phat hien, ngan char cac hog d6ng vao, ra tren he 
thong thong tin dugc bao ye c6 dau hie'u gay hai hoac vi pham chinh sach an toan 
mang." 

 

- "Phat hien, ngan char tan cong 	dich": Phat hien, ngan chan loci 
hinh tan cong dirge thiet ke nham d6t nhap vao mot he thong thong tin cu the. 

- "Proxy": He thOng lam nhiem vu chuy.en tip yeu cAn truy cap Internet Ur 
ben trong mang noi 136 ra Internet, nham the giau thong tin ve thiet bi, may tinh 
dtra ra yeu cau truy cap Internet. 

- "Remote Desktop": Giai phap dam bao an -Wan truy cap Internet cilla 
nguoi dung thOng qua viec thiet lap ket noi Internet tir may chit cai dat phan mem 
Remote Desktop Services thay cho tir may tinh lam viec cua ngtthi ding. 

"Tuong 	H" thOng cho he .hoac khong cho he thik lap ket noi 
mang gift thiet bi thu6c vung mang nay va thiet bi thuOc viing mang khac thco 
chinh sach an toan mang cda don 

- "TuOng lira ung dung web": He thOng ngan chat' cac tan cong nham vao 
cac diem yeu dm 16p dng dung web. 

- "VDI": Vi& tat cda cum tir Virtual Desktop Infrastructure, la giai phap 
cung cap moi trueng lam viec ten he; thong ao h6a, dugc van dung de dam bao an 
toan truy cap Internet cita nguai dfing thong qua viec thiet lap lc& noi Internet tir 
he thong do h6a thay cho fir may tinh lam viec oda nguai dung. 

2. Sim dOi DiL 8 nhu sau: 

"Ditu 8. Dam ban an toan kat noi, truy Op Internet 

1. Can 136, cong chuc, vien chirc cac dan vi thu6c B6 Tai chinh dugc truy 
cap Internet tai ca quan cho cac muc dich: Cap nhat thong tin tinh hinh kinh te, 
chinh tri, xa h6i cita Viet Nam va the gi6i; Tra cdu van ban quy pham phap luat 
va cac tai lieu, thong tin tham khao phuc vu cong viec; Sir dung die dich vu 
hanh chinh cong; Giao dich v&i cac co quan, to elide lien quan tdi cong viec 
dttgC giao; Nghien ciru, hgc tap nang cao trinh d6. 

2. Vic truy cap Internet dm can b6, cong,chirc, vien chirc dugc thirc hien 
thong qua mot hoac mot so each thdc sau: Thiet lap mang rieng gam cac may 
tinh chi phuc vu truy cap Internet; Thiep lap mang khong day chi phuc vu truy 
cap Internet; Truy cap Internet tir may tinh lam viec. 

3. Bao dam tinh hi'u qua cita viec truy cap Internet: 

a) A.p dung bin phap quan ly truy cap Internet trong gie• lam viec (v1, thiyi 
gian va noi dung truy cap) nham tranh tinh trang truy cap Internet qua mire gay 
anh huang den hie‘u suat lam viec cda can b6 va lang phi nguon lire cua ca quan. 

b) Giam sat luu ltrong va tOi tru hoa viec sir dung duping truy'en Internet 
dm don 

4. Khong kk noi Internet cho cac trueng hap sau: 



a) May tinh sir dung d6 d9c, sown thao, luu till, in an van ban thu(ic bi mat 
nha mrac; 

b) May tinh xir 15T thong tin tren he thOng thong tin cap dO 4 tra len; 

c) May tInh phvc vu quan tri he th6ng thong tin; 

d) Toan bO may chir va thi& bi cong nghe thong tin khOng phai may tinh 
ngoai trir cac he th8ng bat buOc phai c6 giao tiep vai Internet (cac he thong phvc 
vv truy cap Internet; cung cap giao dien ra Internet cua trang tin dien tir, dich vu 
ding, thu dien tir; phvc vv cap nhat ban va he dieu hanh, mau ma TO, mau diem 
yeu, inAu tan ding). 

5. Ap dung cac bien phap ky thuat dam bao an toan ke't noi, truy cap 
Internet: 

a) Cac bien phap ky thuat 	Trang bi Wong lira; Cai dat pllAn,mem 
phong, diet ma dOc va. cap nhat ban va 	dieu hanh tren may tinh ket noi 
Internet. 

b) Doi \Ted truy cap Internet tir may tinh lam viec dm can 1)0 tai ea quan 
BO, don vi cap Trung uong thuOc Kho bac Nha nuOc va cac T6ng eve thuOc BO, 
ap dung mot hoac mot so bien phap nang cao sau theo nang 11,rc dau tu, van hanh 
he thong ky thuat cua don Trang bi proxy, he thOng 19c trang web theo phan 
loai va ngan chin truy cap cac trang web nhiem ma dOc; Trang bi he thong phat 
hien, ngan chin tan cong c6 	Cach ly may tinh lam viec va mang 
Internet bang cong nghe VDI hoac Remote Desktop. 

c) D6i voi truy cap Internet tir may tinh lam viec dm can bo tai co quan 
cap tinh, ap dung mot hoac mot so bien phap nang cao sau theo -flan lue dau tu, 
van hanh N thong ky thuat ail' a don vi: Trang bi proxy; Trang'bi,'.N.  thong 19c 
trang web theo phan loai va ngan chin truy cap cac trang web nhiem ma dOc; 
Cach ly may tinh lam viec va mang Internet bang ding nghe ao boa VDI hoac 
Remote Desktop. 

d) Doi voi cac trang tin dien tir, (Lich vv hanh chinh ding va. cac *rig dung 
phvc. vu truy cap tir Internet„ ap civng_ca.c.bien phap bao ve sau: ID.S/IPS; Tireng 
lira ung 

tan 
web; Danh 	va Ichac phvc diem yeu ciia. 	th8ng thong tin; 

Chong tan ding fir ch'Oi dich vv. 

d) Mang rieng hoac mang khOng day chi phvc vu truy cap Internet phai 
dugc each ly vai mang lam viec (tir IT* ng mang rieng hoac mang khOng day nay 
kh'Ong truy cap duce vao vang mang lam viec). 

e) Cae he theing ky thuat dam bao an toan k& noi, truy cap Internet phai 
dirge bao hanh phan cling, cap nhat mau ma dOc, cap nhat mau tan cong lien tic. 
COng tic giam sat, van hanh cac N thong nay phai dirge thgc hien thuong 
xuyen. 

6. Can 130, cong chirc, vien chirc cac don vi thuOc BO Tai chInh khi truy 
cap Internet c6 trach nhiem: 
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a) Khai thac, sir dung Internet tai ca quan mot each hieu qua. 

b) Chu d9ng trang bi kien thuc ve cac rui ro mat an town thong tin khi truy 
cap Internet. 

c) Tuan thu quy dinh, htrang clan cua ca quan vs viec sir dung Internet. 

d) Khong sir dking cac phirang den truy cap Internet dia ca nhan tren may 
tinh lain viec tai ca quan (thiet bi wifi, 3G/4G)." 

Dieu 2. Quyet dinh nay c6 hieu luc tir ngay ky. Cvc trirong Cvc Tin hoc 
va Thong ke tai chinh, Thu trtrOng cac don vi thuOc BO, cong chirc, vien chirc 
B9 Tai chinh, cac to chirc va ca nhan c6 lien quan chiu trach nhiem thi hanh 
Quyet dinh nay./ elY 

No'i 
- Lanh ciao K); 
- Cac don vi thuOc BO Tai chinh;,  
- Set Tai chinh cac tinh, thanh pho; 
- Diu: VT, THTK. 

KT. BO  TRIXONG 
THU' TRVONG 
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